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a. for e-commerce/online sales? Yes | No
b. to facilitate any part of the services you deliver to clients? Yes | No
c. inthe production, manufacturing or assembly of goods? Yes | No
d. ininventory, track & trace, logistics? Yes | No
e. inthe core internal operations of your company? Yes | No
f. back office, shared services or support functions? Yes | No
a. individual customer information? Yes | No
b. individual employee information? Yes | No
c. your own or client corporate information? Yes | No
d. Intellectual Property? Yes | No

a. hire IT or forensic experts to investigate and fix the issue? | Yes | No
b. seek legal advice around your obligations to your clients, Yes | No
employees, regulators and how best to manage
announcements to the public and media?
c. consider paying a ransom demand to recover data and Yes | No
systems or sensitive employee or customer information?
d. suffer financially from:
i. cost of a. to c. above Yes | No
ii. loss in revenue/sales/profit? Yes | No
iii. additional costs to work around the issues? Yes | No
iv. penalties or liability for performance/contractual Yes | No
failure?
v. lack of confidence/brand damage/goodwill Yes | No

a. theft of your own funds and property?

a. receive claims from customers, employees or other Yes | No
parties?

b. work to fix the problem immediately without requiring the Yes | No
outsourcer to do that?

c. have no right of recovery from the outsourcer due to Yes | No
limitations of liability written into service agreement?

Yes

No

b. theft of client funds and property?

Yes

No




